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I. Our Code of Conduct 
This code of conduct (the “Code”) establishes a framework 
for the employees of Dental Monitoring (“DM” or “Dental 
Monitoring”) and for our partners, setting forth the fundamental 
principles and ethical standards expected to govern our daily 
activities. It outlines the values, commitments, responsibilities 
and integrity that we stand for and the policies we have 
implemented to support them.

Our Code applies to all subsidiaries, affiliates, directors, 
employees, including sales agents, consultants, trainees, 
apprentices, freelancers or any third party representing 
temporarily or permanently DM (“DMers”). To raise awareness 
and foster understanding, each new employee is required 
to complete mandatory training. These training sessions 
are designed to help employees learn more about the 
company’s culture, the field of dentistry, our products, artificial 
intelligence and R&D. More importantly, they ensure a thorough 
comprehension of the various standards and regulations 
regarding cybersecurity, privacy, data protection, quality 
assurance, and other areas with which DM must comply.

We also seek to extend the principles set out to our suppliers, 
clients, providers and third parties. 

II. Our Core Values 
At DM, our fundamental values — Excellence, Humility, 
Collaboration and Boldness — guide our daily activity and foster 
a thriving environment for our teams.

We strive for Excellence, continuously pushing boundaries to 
achieve outstanding results, flourish in our endeavors and elevate 
our standards.

Humility is paramount, encouraging kindness, generosity, and 
thoughtfulness in all our interactions.

We believe in strong Collaboration, promoting unity, mutual 
support, and cooperation across all teams and stakeholders.

Finally, Boldness defines our innovative spirit, empowering us 
to be open-minded, disruptive and creative in our approach to 
challenges and seize opportunities.

III. Protecting Our Assets 
A. Intellectual property rights
As an innovative company, DM is committed to protecting and 
enhancing its intangible assets relating to the technologies it 
develops. These assets constitute a core component of our 
company’s value.

All intellectual property created, developed, or used in the course 
of an employees’ work at DM —including software, inventions, 
designs, and documentation— belongs exclusively to DM.

We manage our intellectual property rights (“IPR”), by (i) 
protecting and securing them and (ii) avoiding infringement of 
IPR owned by third parties, including the handling of proprietary 
software products.

The management of the IPR is described in an internal procedure 
entitled “Management of intellectual property rights” which 
describes all actions taken by DM in order to manage them, 
including to ensure compliance with intellectual property laws.

Employees are required to promptly report to the legal team 
(legal@dental-monitoring.com) any suspected infringement, 
misappropriation or unauthorized use of DM’s IPR. DM reserves 
the right to initiate legal proceedings or take any necessary 
measures to protect its IPR.

Additionally, employees shall respect the IPR of third parties and 
shall not infringe or violate their IP when they use third parties’ 
content.
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Key actions include:

Registration
of rights: 
Building of 
a strong and 
worldwide 
trademark, 
patent and 
designs 
portfolio. For 
example, since 
its creation, DM 
has registered 
more than four 
hundred (400) 
patents;

Contractual 
commitments: 
Embedding 
robust 
intellectual 
property clauses 
in contracts 
with employees, 
directors clients, 
suppliers, 
providers and 
third parties;

Enforcement 
measures: 
Pursuing judicial 
remedies when 
our technologies 
are infringed or 
misappropriated;

Ongoing 
awareness: 
Promoting 
daily awareness 
among 
our teams 
about IPR 
considerations 
for each 
project.
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B. Confidential information
DM employees must strive at all times to protect the company’s 
assets and safeguard them against theft, waste, damage, loss, 
negligence or misuse.

These assets include our confidential information, which refers 
to all information designated as confidential or that ought to be 
considered as confidential by its nature or by the circumstances 
surrounding its disclosure, including without limitation all 
regulatory, commercial, financial, administrative, intellectual 
property, including know-how, trade-secrets, product design and 
manufacturing, and technological information (“Confidential 
Information”).

DM shall ensure that all Confidential Information is duly 
safeguarded and that access is strictly limited to authorized 
personnel on a need-to-know basis.

Confidential information may only be disclosed to third parties 
(such as partners, suppliers, clients, or consultants) after DM 
and the third party have signed a binding Non-Disclosure 
Agreement (“NDA”).

Employees are strictly prohibited from misappropriating, using 
for personal benefit, or disclosing any Confidential Information 
obtained from third parties during their professional activities.

IV. Our Compliance 
As a player in the dental health sector, DM is subject to strict laws, 
regulations and standards in every country in which it operates.

A. Quality and safety of our products
At DM, because most of our products or product features are 
classified as medical devices, we must comply with stringent 
laws, regulations, and certification requirements. We are 
committed to ensuring the highest quality and security of our 
products throughout their entire lifecycle.

Given that our clinical studies involve human subjects, we 
adhere to rigorous ethical principles. A dedicated team 
meticulously follows international standards, including the 
Helsinki Declaration, ISO 14155 (Clinical investigation of Medical 
Devices for human subjects), and Good Clinical Practices 
(“GCP”), to ensure our products are safe, effective, and pose no 
risk to patients.

In the European Union, DM is certified under the European 
Union Medical Device Regulation 2017/45 (EU MDR) and fulfills 
the requirements for CE marking as a class IIa medical device. 
This landmark achievement underscores DM’s commitment to 
advancing dental care through cutting-edge technology and 
rigorous regulatory compliance.

In the United States, DM has received De Novo approval 
from the U.S. Food and Drug Administration (“FDA”) for the 
DentalMonitoring solution. DentalMonitoring is the first Artificial 
Intelligence/Machine Learning-enabled Software as a Medical 
Device in dentistry, establishing a classification within FDA 
dental regulation numbers and product codes. This clearance is 
a result of DM’s investment in pushing digital health technologies 
to the forefront of dental care.

DM’s innovation has benefited users with elevated clinical 
outcomes and increased their peace of mind. Our commitment 
to quality is further demonstrated by our ISO 13485 certification, 
which signifies the establishment of a robust Medical Device 
Quality Management System within our company. Additionally, 
through the Medical Device Single Audit Program (MDSAP), 

1  The Health Insurance Portability and Accountability Act (“HIPAA”) was first introduced in 1996 in the United-States and aims to protect the security 
and privacy of health information, through the privacy rule (standard for privacy) and the security rule (non-technical and technical safeguards needed 
to ensure the security of protected health information.

we benefit from a single audit for compliance with standard 
and regulatory requirements across Australia, Brazil, Canada, 
Japan, and the United States. As a consequence, we strive daily 
to deliver quality products to our partners and their end-users, 
ensuring trust and confidence in every aspect of our offerings.

B. Information security and privacy
Our commitment to compliance with international IT standards is 
fundamental to building and maintaining trust with our partners. 
By adhering to internationally recognized and periodically 
audited certifications, we demonstrate our dedication to 
continuous improvement in managing internal processes, 
delivering services, and developing products.

This commitment enhances the perception of our company 
among clients, shareholders, investors, and potential partners. 
For instance, our ISO 27001 certification ensures a robust 
information security management system.

Furthermore, the protection of personal data (“Personal Data”) 
is paramount to DM. We undertake to comply with French 
and European regulations on the protection of personal data, 
including General Data Protection Regulation (EU) of April 
27, 2016 (“GDPR”), la Loi Informatique et Libertés de 1978 as 
amended (“LIL”) as well as any applicable local data protection 
regulation, as Health Insurance Portability and Accountability 
Act (“HIPAA”)1.

In order to comply with GDPR or any local regulation and 
protect confidentiality, integrity and availability of the Personal 
Data, including data concerning health as the protected health 
information, DM has developed and implemented strong 
cybersecurity standards, policies, procedures, employee-
training, and strong security safeguards.

DM has a specialized team responsible for the protection of 
Personal Data. This team includes a Data Protection and HIPAA 
Officer, a security team and a legal team specialized in privacy 
aspects.

The DM application and all Personal Data of both doctors and 
patients are hosted on Amazon Web Service (“AWS”) servers. 
These servers are located in data centers that hold health data 
host (“HDS”) certification. The location of the AWS servers is 
determined by the patient’s geographic region.

HDS certification strengthens the protection of personal health 
data and fosters trust in patient privacy. It is based on a set 
of standards that includes compliance with ISO norms and 
allows for certification by an independent, accredited body 
(“COFRAC”) for any organization hosting health data. HDS 
certification therefore provides an adequate level of protection 
for health data and ensures compliance with GDPR.

In addition, all data is encrypted both at rest and in storage 
using AES-256. All data is encrypted in transit with a minimum 
of TLS 1.2 (the application is only accessible via HTTPS).

We regularly evaluate our data privacy practices to meet internal 
requirements, as well as those of stakeholders and regulators. 

We undertake to collect, store and use only the data necessary 
for clearly defined and relevant purposes, and only for as long 
as is necessary in accordance with our privacy policy. We offer 
transparent ways to collect, use, share and store users’ personal 
data in our products.

We carefully control the temporary, limited and conditional 
access to users’ personal data granted to a specific group of 
DMers. This careful control is supported by training on personal 
data at the time of integration into the premises.
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C. Fairness, integrity and transparency
Fairness is a cornerstone of our dealings with customers and 
business partners. We engage in fair competition and conduct 
business with objectivity and transparency, ensuring freedom 
from improper influence or conflicts of interest.

DM commits to fight against corruption, influence peddling, 
modern slavery and forced labor. We undertake to comply with 
all applicable laws and regulations regarding corruption, bribery, 
fraud, and other forms of prohibited business practices when we 
interact with healthcare providers.

•	 Anti-bribery

At DM, we commit to conducting our business with fairness, 
integrity and in compliance with the local anti-bribery and 
transparency regulations (such as Sunshine Act in the US, the 
Sapin Act and the Bertrand Act in France, etc.). Indeed, it is 
prohibited for companies that manufacture health or medical 
products or provide health-related services, to offer directly 
or indirectly benefits to people belonging to the health sector.

We have a “zero tolerance” towards corruption and bribery, 
anywhere we operate our business activities. For this purpose, 
we have implemented a worldwide gift and hospitality policy, in 
line with current legislation. This policy sets out responsibilities 
of all DMers with regards to gifts and hospitality habits.

We ensure that all DMers uphold the highest standards of 
ethical behavior. They are prohibited from granting any direct 
or indirect inappropriate advantage or making any improper 
payment. The policy clearly defines gifts or hospitality that 
can be legitimately given and those that are prohibited.

All the services provided to DM by our partners (suppliers, 
consultants, speakers, service providers) are carefully 
documented. Their remuneration is clearly defined to match 
the services provided and every financial operation is recorded 
in our accounting books.

Finally, we refrain from engaging with business partners 
who offer or accept improper payments on our behalf to 
secure business. Our partners are expected to uphold the 
same ethical standards as our DMers and take appropriate 
measures to prevent, detect and punish any conduct related 
to corruption or influence peddling.

•	 Anti-money laundering

DM is committed to maintaining exact and honest financial 
records. We strictly prohibit any involvement in money 
laundering activities and ensure that all commercial 
transactions are meticulously registered in accordance with 
applicable accounting standards.

In France, our company follows the framework of the French 
generally accepted accounting principles (“GAAP”), which 
provides a clear and precise accounting methodology for all 
our financial operations within the country. For our foreign 
entities, our local accounting teams are responsible for 
preparing accounts in compliance with the respective local 
GAAP. This ensures both accounting and tax compliance in 
each jurisdiction where we operate.

To uphold financial integrity and accountability, our accounts 
undergo an independent audit annually. In the event of any 
detected irregularity in the country of origin or the financial 
institution, we are committed to promptly investigating the 
matter and reporting it to the relevant authorities when 
necessary, in accordance with legal and regulatory obligations.

Furthermore, we are dedicated to utilizing only appropriate 
and industry-standard payment methods when conducting 
business with our partners. This commitment ensures 
maximum transparency in all financial dealings in every 
country in which we operate and actively prevents any 
transactions that could be derived from improper or illegal 
activities. Our robust financial practices are designed to foster 
trust and uphold our reputation for ethical conduct.

•	 Conflicts of interest

The principle of fairness, essential to DM, is firmly anchored 
in our Code of Conduct. We are committed to ensuring a fair 
and impartial professional environment, in line with applicable 
legal and regulatory requirements.

DM and its employees are required to declare and properly 
manage conflicts of interest without being influenced by 
relations or personal interests or relationships. Conflicts of 
interest arise when our personal interests or those of another 
person with whom DM is connected actually influence, 
may influence or may be perceived as interfering with DM’s 
interests.

DM employees have an obligation to act in good faith and a 
duty of loyalty.

In our company, we recognize that conflicts of interest could 
compromise the fairness and impartiality of our decisions. 
Indeed, when our personal interests or those of a party related 
to DM influence our decisions, it becomes crucial to report 
such conflicts promptly and manage them effectively.

First and foremost, we are committed to promptly reporting 
to the human resources team (hr-incident@dental-monitoring.
com), any conflicts of interests, whether real, potential or 
perceived. The Whistleblower system enables us to report 
any unethical conduct or illegal activity. This transparency is 
crucial to maintaining the integrity of our actions.

DM is committed to treat such reports confidentially and to 
take the necessary measures to ensure justice and integrity in 
all spheres of the organization.

Furthermore, in our interactions with customers and suppliers, 
we strive to maintain relationships free of conflicts of interests, 
acting professionally and objectively at all times. We abstain 
from investing in suppliers, customers, direct or indirect 
competitors, consulting companies or any other business 
partners if these investments could influence our business 
decisions.

Regarding gifts offered by suppliers, employees must exercise 
critical discernment. Any gift that could compromise fair 
decisions must be refused, in line with our anti-bribery policy. 
This approach reinforces our commitment to transparency 
and fairness in all our business relationships.
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An internal policy establishes clear guidelines in line with 
current legislation concerning gifts or hospitality offered to 
medical staff.

•	 Accurate and transparent financial records

All financial information must be complete, accurate, and 
recorded in accordance with applicable accounting standards, 
internal control procedures, and regulatory requirements.

•	 Company funds and resources

Company funds and fi nancial resources must be used solely 
for legitimate business purposes.

•	 Anti-Fraud Commitment

DM applies a zero-tolerance policy toward any form of 
financial fraud or misrepresentation.

Any attempt to alter, falsify, or conceal financial information, 
or to misuse company resources for personal or third-party 
benefit, is considered a serious breach of this Code and may 
result in disciplinary and legal action.

•	 Ethical Financial Relationships

In our relationships with investors, suppliers, customers, and 
auditors, we maintain transparency and honesty.

•	 Modern slavery

DM is committed to upholding human rights and maintaining 
ethical labor practices throughout its operations and supply 
chain. We maintain a zero-tolerance policy towards all forms 
of modern slavery (child labor, clandestine factories, etc), 
forced labor and human trafficking. Our employees, suppliers, 
and partners are expected to comply with all labor and 
employment laws and standards to ensure a workplace free 
from exploitation.

D. Selection of our suppliers
At DM, suppliers must be assessed and qualified based on the 
type and level of risk for our company and patients, their ability 
to meet DM’s quality and performance standards, the type of 
data or information they will access or the service provided, their 
price and their compliance with the laws and regulations. DM 
also takes into account their adoption of responsible business 
practices in terms of ethics and the environment.

For example, DM will ensure each supplier’s compliance with 
ISO 13485 and other applicable standards. DM will also conduct 
regular evaluations and audits to ensure supplier compliance 
with regulations.

For this purpose, a purchase policy and a procurement 
policy have been established, applicable to all DM employees 
responsible for selecting and controlling suppliers whose 
products or services may impact the conformity, performance, 
safety, data protection, or regulatory compliance of our medical 
device, our Quality Management System (“QMS”) or our 
Information Security Management System (“ISMS”). We have 
also implemented a selection and evaluation process involving 
our teams until we enter into a contract, to clarify the terms of 
our relationship with the supplier.

V. The Well Being of Our DMers 
DM reaffirms its strong commitment to DMers well-being and 
to maintaining a safe, healthy workplace. In compliance with 
applicable laws and in alignment with the company’s internal 
regulations, the possession, distribution, or use of illegal 
substances on company premises is strictly prohibited. Any 
breach of this rule may result in disciplinary sanctions.

A. Social and economic committee (french 
specificity)
In compliance with French legal requirements, our French entity 
Dental Monitoring SAS has a Social and Economic Committee 
(SEC), also known as the CSE.

Employees are prohibited from:

•	 Using DM’s financial assets or credit for personal gain 
or non-business activities;

•	 Manipulating expense claims or reimbursement reports;

•	 Engaging in any practice that could distort DM’s true 
financial position.

DM employees must:

•	 Communicate financial information truthfully and 
consistently;

•	 Refrain from insider trading, misuse of privileged 
information, or speculative financial activities based on 
non-public data;

•	 Support fair financial practices in all transactions with 
partners and stakeholders

Employees involved in financial reporting, budgeting, 
forecasting, or expense management must ensure:

•	 All transactions are recorded truthfully and supported 
by appropriate documentation;

•	 No false, misleading, or incomplete information is 
entered into our accounting or reporting systems;

•	 All records are retained according to DM’s document 
retention policies and relevant legal requirements.

This employee representative body has multiple missions, 
including:

•	 Promoting health, safety, and working conditions;

•	 Contributing to the improvement of employees’ working 
and living conditions;

•	 Being informed and consulted on matters concerning 
the company’s organization, management, and general 
operation.
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B. Preventing harassment and discrimination
At DM, we firmly stand against all forms of discrimination, 
harassment, whether moral or sexual, and workplace violence. 
This commitment is a core part of our values and is outlined 
in our anti-harassment policy, our grievance policy, and our 
whistleblower policy. These documents outline the measures 
we take to prevent such behavior, protect every employee, and 
explain how to raise concerns confidentially.

We are dedicated to fostering a culture of respect, dignity, 
and inclusion. We expect everyone to uphold these principles, 
regardless of origin, gender, sexual orientation, disability, age, 
religion, or any other characteristic protected by law.

DM applies a zero-tolerance policy toward any act of harassment 
or discrimination. Every employee is responsible for contributing 
to a safe and respectful workplace. Any violation of our policies 
may result in disciplinary action, in line with our internal regulations 
and applicable laws.

All reports of misconduct are handled with the utmost 
confidentiality and seriousness, and no one will face retaliation 
for raising a concern.

C. Diversity, equity and inclusion
At DM, we promote diversity and inclusion in all our teams. We are 
committed to equal opportunity in hiring and ensure that no one 
faces discrimination based on gender, age, origin, religion, sexual 
orientation, or disability. We support the inclusion of employees 
with disabilities and strive to provide a respectful and inclusive 
environment for everyone.

VI. Our Commitment For The 
Environment 
Protection and respect of the environment is at the heart of DM’s 
commitments. As part of our commitment to sustainable and 
responsible practices, 

DM wants to raise awareness among its employees and is 
considering certain programs to reduce emissions.

DM is
committed to:

Respecting environmental laws 
and regulations;

Implementing programs 
and initiatives to minimize 
environmental impact.

Among the measures implemented by DM, we notably 
include:

•	 Organization of internal workshops focused on climate 
issues;

•	 Monitoring of the CO₂ footprint. We are proud to say that 
our products are carbon-negative by nature;

•	 Selection of data centers that comply with the 
environmental regulatory standards of the European 
Union;

•	 In the near future,  DM intends to extend the life cycle of 
the ScanBox and reduce its components to the minimum 
necessary, change the manufacturing process, and 
modify the packaging and ScanBoxSBP content;

•	 Optimization of employee travel;

•	 Implementation of a plastic and paper policy describing 
our commitments in terms of sorting and recycling 
(sorting of paper and cardboard in kitchens, recycling of 
glass, plastic, batteries, and Nespresso capsules);

•	 Publication of a monthly newsletter which includes 
Environmental, Social, and Governance topics.



DentalMonitoring® software is a product designed and manufactured by Dental Monitoring SAS, for Healthcare Professionals (HCPs). It is also used by patients under the mandatory supervision of Healthcare 

Professionals (HCPs). DentalMonitoring is designed to assist HCPs with remotely observing intraoral situations and monitoring orthodontic treatments. Refer to your HCP and/or the Instructions for Use before 

use. Some features of the DentalMonitoring product are authorized for marketing as medical devices in Europe, USA and several other countries. Product availability, claims and regulatory status may differ 

across countries depending on local regulations. Contact your local representative for further information. EN_MON_BR_059_02_rd_A_MF_en


